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VSFTP — Very Secure File Tranfer Protocol

File

/ FTP
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Client

192.168.56.130
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FTP
Client

Directory:

Config file: /etc/vsftpd/user_list, /etc/vsftpd/vsdtpd.conf,

Port #: 20, 21, 30000- 31000,
Package: vsftpd, openssl|
Services: vsftpd, firewalld
Protocol: tcp, udp

Command: yum, systemctl, lvm, openssl, firewall-cmd, selinux,

URL:

Rhel 8

Installed the package

[root@vsftp0l1 ~]# yum install vsftpd
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Start vsftpd

[root@rhel08 ~]# systemctl start vsftpd

[root@rhel08 ~]# systemctl enable vsftpd

Created symlink /etc/systemd/system/multi-user.target.wants/vsftpd.service >
Jusr/lib/systemd/system/vsftpd.service.

[root@rhel08 ~]# systemctl status vsftpd
e vsftpd.service - Vsftpd ftp daemon

Loaded: loaded (/usr/lib/systemd/system/vsftpd.se>

Active: active (running) since Sat 2021-02-13 14:>
Main PID: 25275 (vsftpd)

Tasks: 1 (limit: 11251)

Memory: 576.0K

CGroup: /system.slice/vsftpd.service

L-25275 /usr/sbin/vsftpd /etc/vsftpd/vsft>

Feb 13 14:33:07 rhel08.zmpt.com systemd[1]: Starting>
Feb 13 14:33:07 rhel08.zmpt.com systemd[1]: Started >

Create the user for FTP

[root@rhel08 ~]# id zafar
uid=1000(zafar) gid=1000(zafar) groups=1000(zafar)

Create LVM for ftp users

[root@rhel08 ~]# pvcreate /dev/sdb

Physical volume "/dev/sdb" successfully created.
[root@rhel08 ~]# vgcreate FTP_Volume /dev/sdb

Volume group "FTP_Volume" successfully created
[root@rhel08 ~]# Ivcreate -n FTP-DATA -L 10G FTP_Volume

Logical volume "FTP-DATA" created.

[root@rhel08 ~]# mkdir /FTP-USER-DATA
[root@rhel08 ~]# mkfs.xfs /dev/FTP_Volume/FTP-DATA
[root@rhel08 ~]# mount /dev/FTP_Volume/FTP-DATA /FTP-USER-DATA

[root@rhel08 ~]# df —h

Copyright © 2020 ZMProTech

www.zmprotech.com
888-236-2620



http://www.zmprotech.com/zmprotech/

FA\YYIIPROTec hp Aé:lszxi www.zmprotech.com

IT Consulting & Solutions s ) 888-236-2620

/dev/mapper/FTP_Volume-FTP--DATA 10G 104M 9.9G 2% /FTP-USER-DATA
[root@rhel08 ~]# vi /etc/fstab

[root@rhel08 ~]# /dev/mapper/FTP_Volume-FTP--DATA  /FTP-USER-DATA xfs defaults 00

Set the permissions and ownership

[root@rhel08 ~]# Is -Id /FTP-USER-DATA/

drwxr-xr-x. 2 root root 6 Feb 13 14:42 /FTP-USER-DATA/
[root@rhel08 ~]# chmod -R 750 /FTP-USER-DATA/
[root@rhel08 ~]# Is -Id /FTP-USER-DATA/

drwxr-x---. 2 root root 6 Feb 13 14:42 /FTP-USER-DATA/
[root@rhel08 ~]# chown -R zafar: /FTP-USER-DATA
[root@rhel08 ~]# Is -Id /FTP-USER-DATA

drwxr-x---. 2 zafar zafar 6 Feb 13 14:42 /FTP-USER-DATA

Change FTP user default directory

[root@rhel08 ~]# vi /etc/passwd
zafar:x:1000:1000:zafar:/FTP-USER-DATA:/bin/bash

[zafar@rhel08 ~]S pwd
/FTP-USER-DATA

Add user to allow list

[root@rhel08 ~]# vi /etc/vsftpd/user_list

# vsftpd userlist

# If userlist_deny=NO, only allow users in this file

# If userlist_deny=YES (default), never allow users in this file, and
# do not even prompt for a password.

# Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers
# for users that are denied.

root

bin

daemon

adm

Ip

sync

shutdown

halt

mail
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news
uucp
operator
games
nobody
zafar

Create the .pem key — encryption keys

[root@rhel08 ~]# openssl req -x509 -nodes -days 99999 -newkey rsa:2048 -keyout /etc/vsftpd.pem -
out /etc/vsftpd/vsftpd.pem
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:IL

Locality Name (eg, city) [Default City]:SKOKIE

Organization Name (eg, company) [Default Company Ltd]:ZMPT
Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) []:FTP-SERVER
Email Address []:linux@zmprotech.com

Open firewall for the ports

Port 20 — to allow FTP traffic
Port 21 — to allow DATA transfer

Port 30000 — 31000 — vairable port that is used ramdomly each time

[root@rhel08 ~)# firewall-cmd --permanent --add-port=20-21/tcp
success
[root@rhel08 ~]# firewall-cmd --permanent --add-port=30000-31000/tcp
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success

[root@rhel08 ~]# firewall-cmd --reload
success

[root@rhel08 ~]# firewall-cmd --list-port
20-21/tcp 30000-31000/tcp

Enable through SELinux

[root@FTP-SERVER ~]# setsebool -P allow_ftpd_full_access on

Configure VSFTPD config file — add or edit as needed - /etc/vsftpd/vsdtpd.conf

anonymous_enable=NO
local_enable=YES

write_enable=YES

chroot_local_user=YES

listen_ipv6=YES

pam_service_name=vsftpd
userlist_enable=YES
userlist_file=/etc/vsftpd/user_list
userlist_deny=NO

allow_writeable_chroot=YES

pasv_min_port=30000
pasv_max_port=31000

rsa_cert_file=/etc/vsftpd/vsftpd.pem
rsa_private_key_file=/etc/vsftpd.pem
ssl_enable=YES

[root@rhel08 ~]# systemctl status vsftpd
e vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; enabled; vendor >
Active: active (running) since Sat 2021-02-13 15:26:39 EST; 13s ago
Process: 32347 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=e>
Main PID: 32348 (vsftpd)
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Tasks: 1 (limit: 11251)
Memory: 780.0K
CGroup: /system.slice/vsftpd.service

L-32348 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

Feb 13 15:26:39 rhel08.zmpt.com systemd[1]: Starting Vsftpd ftp daemon...
Feb 13 15:26:39 rhel08.zmpt.com systemd[1]: Started Vsftpd ftp daemon.

Connect using File-Zilla

E Filezina - m|
File Edit View Transfer Server Bookmarks Help
| (| = = 5
PEMIE = QRO ITaocsk
Host: l:l Username: | | Password: ‘ | Port: | | | Quickconnect | =
Site Manager
Local site: | S\ZMProTech Linux Ad Sel )
: EEcHEN NG General Advanced Transfer Settings Charset
Docume;
Recordinf | B0 My Sites Protocok | FTP - File Transfer Pratocol v
Registrati B ftpzmprotech.com 3
| 2021-Feb-M ; New site Host: 192.168.56.134 | Port |
MNew site 2
¥ }:;hwe ‘3 W Newsite3 Encryption: | Use explicit FTP over TLS if available v
| Ansible_ s L
ogon Type: | Nermal b4
- | AWS
[ Career_Cour: User: | zafar
o~ POCHIRERT
i Password: |-nn.| — —
Filename modified Permissions
M5 Master_Document_Oct-Jan_202
£ SELinwx_Oct-Jan_2020.doce Background color MNone
onlob_Oct-Jan_2020.docx Comments:
FTP_Oct-Jan_2020.docx
Sster_Document_Oct-Jan_202 plcwsic pefoliey
FS_Oct-Jan_2020.docx New Bookmark Rename
SCP_Oct-Jan_2020.docx
M= Ansible_Oct-Jan_2020.docx Delete Duplicate
2| DNS_Oct-Jan_2020.docx
=| Network_Oct-Jan_2020.docx Connect 0K Cancel
=
38 files and 5 directories, Total size: 41,837,020 bytes Mot connected.
Server/Local file Direction Remote file Size Priority  Status
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File Edit View Transfer Server Bookmarks Help

" ""'..-"‘IG?BOT:’.A?Q"

Unknewn certificate kS
Host: |:| Username: l:l Password: [ £\ The server's certificate is unknown. Please carefully examine the certificate to make sure the server can be trusted.
Status: Connecting to 192.168.56.134:21... Compare the displayed fingerprint with the certificate fingerprint you have received fram your server
Status: Connection established, waiting for welcome message... administrator or server hosting provider.
Status: Initializing TLS... —
Status: Verifying certificate...
Overview "
Fingerprint (SHA-256): a4
o : |
Local site: | “\ZMProTech Linux Academy\2020-Oct-Januany\Documents_0 Fingerprint (SHA-1):  5c:66:57:01:4b:61:bf:c0:17:1¢:75:09:bic: 56:b7:6a:cb:83:95:ad
Documents_Oct-Jan_2020 Validity period: From 2/13/2021 2:09:34 PM to 11/28/2294 2:09:34 PM
Recording_Oct-Jan-2020 b
Registration_Oct-Jan_2020 e
2001 Feb- May Commen name:  FIP-SERVER
_Archive Linux Academy o T
X Unit: m
Ansible_ Lo L3
AWS State.or provinces 1L
Career_Courses L=l Ik
AT AR AR E-Mail: linux @zmprotech.com
Filename Filesize Filef Issuer Permissions  Owr
Same as subject, certificate is seff-signed
% Master Document Oct-Jan_2020.docx 12,858,146 Mic] Details
2 SELinux_Oct-lan_2020.docx 670,848 Mic] Seriak 2501553 5:3ac 3 2%icaTi i esf B OfBa: Teib S caiShibe
BE Cronlob_Oct-Jan_2020.docx 101418 Mic Public key algorithm: RSA with 2048 bits
M=/ SFTP_Oct-Jan_2020.docx 142,606 Mic| - e ¥
E ]
B ~Ssier Document_Oct-lan 2020 docx 162 Mig TTTYTT
B NFS_Oct-Lan_2020docx 63,371 Mi . R
“i SCP_Oct-Jan_2020.docx 82,267 Mig Protocol: Ts1.3 Cipher: AES-256-GCM
“fA""b‘e—O“"“”—?—""-"-"“" 733900 Mig Key exchange: ECDHE-SECP236R1-RSA-PSS-RSAE-SHA324 Mac:  AEAD
| DNS_Oct-Jan_2020.docx 285,3%  Mig
B Network_Oct-Jan_2020.docx 511,918 Mi Trust the server certificate and carry en connecting?
< Always trust this certificate in future sessions, >
38 files and 5 directories. Total size: 41,837,020 bytes Trust this certificate on the listed aiternative hostnames,
i
Server/Local file Direction Remote file Cancel
Queued files | Failed transfers | Successful transfers
DA Queve: empty )
New site 2 - zafar@192.168.56.134 - FileZilla — a *
File Edit View Transfer Server Bookmarks Help
TTEIohExEH TAas
Host: [[ | usemame: | | password: | | pore [ | -
Status: Starting upload of C:\Users\Newname01\Documents\New Microsoft Excel Worksheet (2).xlsx -
Status: File transfer successful, transferred 6,166 bytes in 1 second
Status: Retrieving directory listing of */"...
Status: Directory listing of "/* successful
Status: Disconnected from server
Status: Disconnected from server v
[ Remote sites [ -
Application Data - /
-.[37 Contacts
Cookies
Desktop
Documents
Custom Office Templates
- Y My Music
-Ji=] My Pictures
B My Videos
i M Drsnlasde hd
Filename Filesize Filetype Filename Filesize Filetype Last modified  Per
@ New Microsoft Access Database.accdb 495,616 Microsoft Access Database 87 New Microsoft Access Database.accdb 495616 Microsoft...  2/13/2021 31
8% New Microsoft Excel Worksheet (2)axclsx 6,166 Microsoft Excel Worksheet B New Microsoft Excel Worksheet (2).clsx 6,166 Microsoft . 2/13/2021 3¢ -
New Microsoft Word Document.docx 0 Microsoft Word Document B New Microsoft Excel Worksheet.xlsx 6,166 Microsoft .. 21342021 -
1] desktop ini 402 Configuration settings @ New Microsoft Word Document.docx 0 Microsoft... 2/13/20213: -
%2 Default.rdp 2,254 Remote Desktop Connection
@ New Microsoft Excel Worksheetxlsx 6,166 Microsoft Excel Worksheet
D My Music File folder
B My Videos File folder
=My Pictures File folder
Custom Office Templates File folder
< > |< >
Selected 3 files. Total size: 501,782 bytes 4 files. Total size: 507,948 bytes
Server/Local file Direction Remote file Size Priority Status
Queued files Failed transfers Successful transfers (4)
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/FTP-USER-DATA

[root@FTP-SERVER FTP-USER-DATA]# Is
'New Microsoft Access Database.accdb'
'New Microsoft Excel Worksheet (2).xlsx'
'New Microsoft Excel Worksheet.x|sx'
'New Microsoft Word Document.docx'
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